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Abstract
System software is often complex and hides exploitable se-
curity vulnerabilities. Formal verification promises bug-free
software but comes with a prohibitive proof cost. We present
Spoq2, the first verification framework to highly automate
security verification of unmodified system software. Spoq2 is
based on the observation that many security properties, such
as noninterference, can be reduced to establishing inductive
invariants on individual transitions of a transition system
that models system software. However, directly verifying
such invariants for real system code overwhelms existing
SMT solvers. Spoq2 makes this possible by automatically
reducing verification complexity. It decomposes transitions
into individual execution paths, extends cone-of-influence
analysis to the individual transition level, and eliminates
irrelevant machine states, clauses, and control-flow paths
before invoking the SMT solver. Spoq2 further optimizes
how pointer operations are modeled and verified through
pointer abstractions that eliminate expensive bit-wise opera-
tions from SMT queries. We demonstrate the effectiveness
of Spoq2 by verifying security properties of four unmodified,
real-world system codebases with minimal manual effort.

CCS Concepts: • Software and its engineering → For-
mal methods; • Theory of computation → Automated
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1 Introduction
System software lies at the heart of modern computing sys-
tems and spans operating systems, hypervisors [7], and
firmware. Applications inherently trust this software, yet its
size and complexity often expose it to vulnerabilities, endan-
gering the confidentiality and integrity of the entire system.
Formal verification is a powerful technique for guarantee-
ing critical security properties, but has been notoriously
difficult to apply in practice. Manually writing formal speci-
fications, proving refinement, and verifying security proper-
ties all demand extensive expertise and effort. Previous ap-
proaches that have attempted to reduce proof burden—such
as Spoq [56]—still require significant manual Coq proof work
for security properties, while frameworks like Serval [64]
automate security verification but do not support pointers.
Moreover, the key challenge of automated verification of
large systems is path explosion from considering all com-
binations of branch conditions and solver explosion from
considering every possible state, compromising scalability
and limiting their applicability to real-world system code.
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We present Spoq2, a new verification framework that
highly automates security verification of unmodified system
software, bridging the gap between promising formal meth-
ods and the realities of large, complex codebases. It enables
verification of concurrent software without requiring users
to invest significant manual effort to write refinement or
security proofs. Spoq2 takes as input a set of security proper-
ties, a software implementation to be verified, and a machine
configuration that specifies abstract machine states, includ-
ing registers and memory objects. It constructs a transition
system that models the behavior of the software implemen-
tation, with its states defined by an abstract machine model
generated from the machine configuration, and its transitions
defined by a Coq specification generated from and refined by
the implementation. Instead of trying to prove the security
properties directly over the entire specification, Spoq2 re-
duces properties into invariants and checks if each invariant
is inductive [13]—that it holds initially and is preserved for
each execution path of an individual atomic transition in the
transition system. By making each proof goal well-defined
yet small enough, they can be verified automatically using
the Z3 SMT solver [24], then composed together to verify
the overall implementation.

To handle the large transition systems found in real system
software, Spoq2 employs a suite of new optimization tech-
niques grounded in classic model-checking ideas, adapted
for efficient security reasoning. First, Spoq2 advances Cone-
of-Influence (COI) analysis to prune irrelevant conditionals
and machine states, mitigating path and solver explosion by
identifying what can influence the target security property
and discarding the rest. By decomposing the proof for each
property down to verifying inductive invariants, Spoq2 ap-
plies COI for the first time at a fine-grained per-transition
level rather than over the entire program because each tran-
sition can be verified independently against the invariants.
Spoq2 extends COI’s reach beyond conventional state prun-
ing to the whole verification pipeline, reducing redundant
proof goals and clauses. Second, Spoq2 introduces pointer
abstractions that uniformly model complex memory address
manipulations—common in system software—and translate
them into simple attribute accessors, avoiding slow bit-wise
arithmetic in Z3 queries. Finally, Spoq2 caches SMT formulas
and Z3 query results so they can be reused across similar
code paths.

We used Spoq2 to verify four unmodified system code-
bases: the Realm Management Monitor (TF-RMM v0.3.0) [3]
for Arm’s Confidential Computing Architecture (CCA) [55];
the Trusted Firmware-A (TF-A v2.13) [58] EL3 secure world
software for Arm-A class CPUs; the SeKVM hypervisor [51–
54] for Linux 6.1; and the Komodo security monitor [26].
Across all codebases, Spoq2 verifies system code as is, with-
out retrofitting for verification, and automatically proves
security properties with minimal manual effort. Compared
to prior approaches, Spoq2 reduces manual effort by up to

1 struct page_t pages[MAX_SIZE];
2 void free_page(struct page_t* p) {
3 if (p->status != FREE) {
4 clear_page(p->data);
5 p->tag = NS;
6 p->status = FREE;
7 }}

Figure 1. An example to free a page (locks omitted).

80%—cutting thousands of lines of security proofs down to
fewer than 200 lines of definitions—and enables verifica-
tion tasks that once timed out after days to complete within
minutes. Our results demonstrate Spoq2’s effectiveness as
the first framework that delivers highly automated security
verification for unmodified system software. Spoq2 is open
sourced at https://github.com/VeriGu/spoq3.

2 Overview
We show how Spoq2 automates security verification using
the simplified C function free_page in Figure 1, which re-
leases a memory page. The example assumes a confidential
computing architecture with two worlds: Secure and Non-
Secure (NS). Secure world hosts confidential applications,
while NS world runs all other software, including untrusted
system code. Memory pages originate in NS world, may be
allocated to Secure world, and then become inaccessible to
NS world. When no longer needed, they are freed back to NS
world. Each page has a tag indicating the world to which it is
allocated; a page tagged SECURE cannot be accessed from NS
world. free_page checks the page status; if the page is not
yet freed, it clears the page’s data with clear_page, resets
the status, and sets the tag to NS. Lock operations are omitted
for simplicity.
Security Properties. We want to prove that the contents
of a page with the SECURE tag are never leaked to NS world.
Such properties are typically formalized as noninterference
assertions [75]; if two executions of the system differ only
in secure page contents, then the data observable in NS
world, referred to as public data, should be the same. In
the example, public data consists of the fields status and
tag, and NS-tagged page content data. SECURE-tagged page
contents are considered private. Two states that differ only in
private data are indistinguishable states. Noninterference is
proven by showing that if two executions of the system start
from indistinguishable states, their resulting states remain
indistinguishable:

We use Rel to denote the indistinguishability relation be-
tween the states of the system across two executions:
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Relation Rel st st' := forall p,
st.pages[p].status = st'.pages[p].status
/\ st.pages[p].tag = st'.pages[p].tag
/\ (st.pages[p].tag = NS /\ st'.pages[p].tag = NS

=> st.pages[p].data = st'.pages[p].data).

Reduction to Inductive Invariants. Noninterference proofs
require showing that indistinguishability is preserved across
the entire system execution—a task that is difficult to auto-
mate and costly to verify manually. For example, proving
noninterference for a Linux KVM hypervisor required 4.8K
lines of manual Coq proofs [53].

Instead of proving noninterference directly, Spoq2 reduces
the problem to establishing an inductive invariant. An invari-
ant is inductive if it holds in all initial states of the system and
is preserved by each valid transition, ensuring it remains true
in all reachable states. Because noninterference compares
two executions of the system, Spoq2 constructs a composed
transition system that merges these two executions, and
proves invariants over this composed system instead of the
original one. In this composed system, the global state is
a pair (st, st’) of states from each original execution, and
any transition is applied simultaneously to both st and st’.
Thus, noninterference amounts to proving that an invariant—
requiring st and st’ in the composed system (st, st’) to
satisfy Rel—holds initially and is preserved by each atomic
transition (e.g., free_page). This composed system can be
shown as:

Decomposing Invariant Proofs. The benefit of this reduc-
tion is that the invariant for each atomic transition can be
verified independently, without reasoning about the rest of
the system’s behavior. However, each atomic transition may
still contain multiple execution paths, making automated
verification challenging. Therefore, Spoq2 enumerates all
possible execution paths for each atomic transition and gen-
erates a separate proof goal for every path. Note that in the
composed system, the two states may follow different paths.
Thus, if an atomic transition has 𝑛 distinct paths, up to 𝑛 ×𝑛
decomposed goals may result. The following diagram illus-
trates the four decomposed goals for the free_page function,
arising from the branch in line 3 of Figure 1:

①

②

③

④

The diagram also marks the associated path constraints,
which state certain preconditions that must be true. For

example, the second proof goal shows that the state (stif,
st’else) is only reachable when st.pages[p].status!=FREE

and st’.pages[p].status= FREE.
Pruning Paths. Enumerating all execution paths produces
independent proof goals, but may also cause path explo-
sion. To efficiently prune invalid paths, Spoq2 employs a
data dependency analysis technique called Cone-of-Influence
(COI) [13], which conservatively computes a set of variables—
referred to as the COI set—that may influence the value of
a given variable within a transition. In the case of nonin-
terference, since the two executions differ only in private
data initially, a variable whose COI set contains no private
data must have the same value in both executions. In other
words, if COI analysis determines that there is no informa-
tion flow from private data to a public variable, then the
value of that public variable is guaranteed to remain identi-
cal across both executions. Consider the branch condition at
line 3 of Figure 1. It depends only on the field status, and
the COI set of status contains no private data. Therefore,
the branch condition is independent of private data, and both
executions must take the same branch path. Thus, only two
proof goals remain valid:

①

④

Below is the proof goal for the if branch. The transition is
expressed as a relation between the pre-transition state st0

and the post-transition state st1, where we use “d {f: v}”
to denote updating field f in d to the value v:
(* state transition on the if branch *)
Transition FreeIf st0 st1 p:=
st0.pages[p].status != FREE (* Path constraints *)
/\ st1 := st0 { pages[p].data: ZERO_DATA }

{ pages[p].tag: NS }
{ pages[p].status: FREE }.

(* proof goal for the if branch *)
Goal Rel_Free_If := forall st0 st0' st1 st1' p,
Rel st0 st0'/\ FreeIf st0 st1 p /\ FreeIf st0' st1' p
=> Rel st1 st1'.

Note that COI is a fast but conservative analysis. Even if
private data appears in a variable’s COI set, it does not nec-
essarily mean that an actual information flow exists. While
COI helps prune proof goals and reduce expensive queries,
it cannot replace precise reasoning via Z3. Although COI
analysis was originally developed for model checking [13],
its application to security reasoning has historically been dif-
ficult. Traditional COI analysis examines the entire system at
once and conservatively marks most variables as potentially
influencing others, limiting its effectiveness in pruning proof
goals. In contrast, Spoq2 makes COI analysis practical and
effective by applying it to independent proof goals focused
on individual transitions. This localized analysis produces
tighter COI sets and allows Spoq2 to prune significantly
more proof goals (see §5).
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1 void free_pte(u64 pte) {
2 if (unlikely(!(pte & _PG_VALID))) return;
3 struct page_t* p =
4 (struct page_t*)((pte & _PG_MASK)- PA + (u64)&pages

);
5 free_page(p);
6 }

Figure 3. Free a page with page table entry.

Optimizing Z3 Queries. For proof goals that cannot be
eliminated, Spoq2 further simplifies the corresponding Z3
queries using COI analysis. In the running example, if a
public variable’s COI set does not include private data, its
indistinguishability check in the relation Rel can be safely
omitted from the proof goal, since its value is guaranteed to
be identical in both executions. Because the COI sets of both
status and tag exclude private data, their checks can be
removed. After unfolding Rel in the check part, the resulting
simplified proof goal, Rel_Free_If, becomes:

Goal Rel_Free_If' := forall st0 st0' st1 st1' p,
Rel st0 st0'/\ FreeIf st0 st1 p /\ FreeIf st0' st1' p
=> (st1.pages[p].tag = NS /\ st1'.pages[p].tag = NS

=> st1.pages[p].data = st1'.pages[p].data).

Since the transition FreeIf updates tag to NS and data to
ZERO_DATA, substituting these values yields the following
simplified proof goal, which can be trivially verified by Z3:

Goal Rel_Free_If'' := forall st0 st0' st1 st1' p,
Rel st0 st0'/\ FreeIf st0 st1 p /\ FreeIf st0' st1' p
=> (NS = NS /\ NS = NS

=> ZERO_DATA = ZERO_DATA).

Identifying Security Violations. If the security property
does not hold, Spoq2’s Z3 queries will generate a counterex-
ample, provided Z3 terminates in time. In our running exam-
ple, if the page content is not zeroed by calling clear_page,
noninterference is violated: once the page tag changes to NS,
previously private page content data becomes observable.
Thus, the two system executions become distinguishable due
to differences in their private data.
Pointer Verification. Figure 3 shows an example using
free_page to free a page table entry, which involves point-
ers. Handling pointers is crucial as they are extensively used
in system software, often in complex, bit-level pointer op-
erations. Modeling memory accesses via pointers is compli-
cated because it often involves multiple levels of conditional
branches to check which memory object is being referenced.
Furthermore, bitwise operations appear in state updates,
which then need to be encoded into Z3 queries. For instance,
the branch condition “!(pte & _PG_VALID)” in Figure 3 is
translated into a path constraint in the Z3 query:

(* the path constraint for !(pte & _PG_VALID)*)
cond := (bvand pte _PG_VALID = 0).

Handling such queries requires the use of the bit-vector
theory, which involves reasoning over individual bits of a

variable in the state-of-the-art bit-blasting approach. For 64-
bit variables, this means solving 64 propositional constraints—
one for each bit. The example below illustrates this process
for a simplified 3-bit variable, showing the computation of
results 𝑅0, 𝑅1, and 𝑅2:

mask0pte1 mask1pte0

⋀ ⋀

R0R1

pte2

⋀

R2

mask2

Z3 queries involving full 64-bit variables are significantly
more complex and computationally expensive [9].

To address these challenges, Spoq2 introduces pointer ver-
ification optimizations. A pointer abstraction provides an ab-
stract interface and operations for handling common pointer
manipulations in systems code. For example, the abstract
pointer interface for pte includes two attributes: validity
and addr. The branch condition in Figure 3 is mapped to read-
ing the validity attribute, while “pte&_PG_MASK” at line 4
is mapped to reading the addr attribute. This abstraction
eliminates bit-level operations from the Z3 queries. For ex-
ample, the path constraint for “!(pte&_PG_VALID)” no longer
requires bit-vector theory:

(* the path constraint without bit operations *)
cond' := (pte.validity = 0).

Spoq2 introduces transformation rules to simplify pointer
dereferencing and pointer-related expressions, applying them
only when Z3 can prove the simplified expression is equiv-
alent to the original. To avoid the overhead of repeated Z3
queries for common pointer operations, Spoq2 caches Z3
query results so they can be used (see §6).

3 Spoq2 Verification Workflow
Figure 4 shows in more detail the workflow for how Spoq2
verifies a set of security properties for a software implemen-
tation:
Step 1. Spoq2 begins by compiling the unmodified system
code into LLVM IR using Clang [45].
Step 2. The user provides a machine configuration, which
Spoq2 uses to construct an abstract machine model. The
model is a sequentially consistent (SC) [44] local CPU model
that includes an event log and oracle to model concurrent
execution interleavings from other CPUs [34, 56]. The con-
figuration specifies the machine states, including registers
and memory objects, such as stacks and global data. The
configuration for the example in Figure 1 is:

Record Page:= { status: Z; data: ZMap.t Z; tag: Z }.
Record State:= { regs: Registers; pages: ZMap.t Page }.
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C Code LLVM IR

Machine Config Abstract Machine Model

Pointer Config

③ Coq
Representations

④ Simplified
Coq Representations

Z3 Query
Candidates Z3 Queries

⑤ ⑥

②

Security
Properties

Z3 Solver

①

Ranking Func &
Loop Invariants

User Input Z3 SolverAuto Gen

Figure 4. Spoq2 workflow.

The machine state State consists of CPU registers and a
memory object pages. The pages array corresponds to the
struct page_t page[MAX_SIZE] definition in the code.
Step 3. Spoq2 translates each LLVM IR function into a
Coq representation. The user can provide a small pointer
configuration for pointers overloaded with metadata that
specifies the bit ranges for each attribute. For example, the
pointer configuration for pte specifies that a one-bit valid
attribute is stored in the bit range [0, 1), while the address
information resides in [12, 64):

Config PTEPtr := {"valid": [0, 1), "addr": [12, 64)}.

Step 4. Spoq2 employs a set of verified transformation
rules [57] to simplify the Coq representation into a self-
contained form free of calls to other functions, while pre-
serving semantic equivalence. The resulting self-contained
Coq representations of the system interface functions col-
lectively model the behavior of the system atop the abstract
machine model as a transition system, where each transition
is the Coq representation of an interface function. For ex-
ample, Figure 5 shows the Coq representation of free_page
from Figure 1, which takes a page pointer p and a state st as
inputs and computes the resulting state after the transition.
Step 5. The user specifies the desired security properties
as inductive invariants in Coq using the abstract machine
states. Spoq2 automatically traverses each interface func-
tion’s Coq representation to enumerate all execution paths,
and prepares candidate Z3 queries for each path to prove
that the invariants hold inductively.

The user also provides a ranking function [56, 84] and
a loop invariant [71, 82] for each loop, which Spoq2 uses
to check that the loop terminates and the loop invariant is
inductive. The ranking function must be nonnegative and
strictly decreasing for each loop iteration. Spoq2 checks each
loop invariant and the ranking function’s validity using Z3.
If the check fails, Spoq2 terminates and reports failure.
Step 6. Spoq2 employs COI analysis to eliminate unneces-
sary Z3 queries and applies various optimization techniques
to simplify and accelerate the remaining ones. It then invokes
Z3 to discharge the resulting queries.
Trusted Computing Base. In Steps 2-3, Spoq2 trusts the
user-provided configuration for the machine and pointers.

1 (* generated and simplifed for illustration *)
2 Definition free_page_coq (p: PTEPtr) (st: State) :=
3 if (st.pages[p].status != FREE)
4 st {pages[p].data : ZERO_DATA}
5 {pages[p].tag: NS }
6 {pages[p].status : FREE}
7 else st. (* Remain unchanged in the else branch *)

Figure 5. Coq representation of free_page (locks omitted).

1 (* invariant on free pages, input from user *)
2 Invariant Inv st := forall p,
3 st.pages[p].status = FREE
4 => st.pages[p].data = ZERO_DATA.
5
6 (* proof goal for the initial state *)
7 Goal Inv_Init := Inv st_init.
8
9 (* proof goals for each transition *)

10 Goal Inv_Tran0 := forall st, Inv st => Inv (trans0 st).
11 Goal Inv_Tran1 := forall st, Inv st => Inv (trans1 st).
12 ...

Figure 6. Invariant Inv and its proof goals.

In Step 3, Spoq2 trusts a small translator to translate LLVM
IR and assembly into Coq representations. In Step 4, Spoq2
trusts the Coq proof assistant when proving the correctness
of the transformation rules used. In Step 5, Spoq2 trusts the
user-defined security properties. In Steps 5-6, Spoq2 trusts
its own proof checker that implements its COI analysis and
the Z3 SMT solver.

4 Proof Goal Construction
Spoq2 supports automated verification of properties that
can be reduced to inductive invariants over a transition
system. This class includes safety properties [42, 43], most
information-flow security properties [22, 23, 35, 55, 67], and
a wide range of k-safety hyperproperties [14]. System avail-
ability properties, such as denial-of-service [63], typically
cannot be reduced to inductive invariants and are therefore
beyond the scope of Spoq2.

To construct proof goals that Z3 can use to verify induc-
tive invariants, Spoq2 ensures that each goal falls within de-
cidable fragments of first-order logic augmented with SMT
theories [62]. Specifically, Spoq2 (1) provides expression tem-
plates that restrict quantified variables to finite domains,
while preserving expressiveness by issuing warnings if un-
restricted quantifiers are used, and (2) formulates queries
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1 Goal Inv_FreePage_If := forall st p,
2 Inv st /\ (st.pages[p].status != FREE)
3 => Inv (st { pages[p].data : ZERO_DATA }
4 { pages[p].tag : NS }
5 { pages[p].status : FREE } ).

Figure 7. Proof goal of if-branch in free_page for Inv.

to check invariants using decidable SMT theories, including
linear integer arithmetic, arrays, and bit-vectors [6].
Safety Properties. Safety properties ensure that the system
does not reach bad states, and can be formulated as inductive
invariants [42, 43]. For example, for the free_page example
in Figure 1, a desired safety property is that a freed page
should never contain nonzero data. This can be formulated
as the invariant Inv shown in Figure 6. Spoq2 verifies such
invariants by constructing proof goals for Z3 to check that
the initial states satisfy the invariant, and that each atomic
transition inductively preserves it. These proof goals are also
listed in Figure 6. The proof goal for the initial state is typi-
cally straightforward to check. For each atomic transition,
Spoq2 traverses all execution paths within the transition.
For free_page, Figure 7 is the proof goal generated for the
only non-trivial path, which is the branch with the path
constraint (st.pages[p].status!=FREE). If the execution
path violates the invariant or the provided invariant is not
inductive, Z3 returns a counterexample.

An important safety property useful to verify security
properties for concurrent systems is data race freedom (DRF)—
ensuring that locks are used properly so that access to shared
objects are well synchronized. Spoq2’s machine model pro-
vides locks which it uses its event oracle to check are prop-
erly acquired and released when accessing shared memory
objects, otherwise the machine will halt and not be able to
complete execution [34]. Using this model, we can prove DRF
by constructing proof goals for Z3 that verify the inductive
invariant that the machine will never halt on any transi-
tion. This can be used to simplify proofs for other security
properties, which can then be conducted using sequential
reasoning without further consideration of the effects of
concurrent interleavings once DRF has been proven. While
Spoq2 constructs proofs based on an SC model, its proofs can
be extended to relaxed memory hardware by additionally
verifying VRM’s six weak-data-race-free invariants [79].

Safety properties may also be useful to verify other secu-
rity properties that may themselves not be inductive invari-
ants. In this case, it may be necessary to verify additional
safety properties as inductive invariants such that the con-
junction of such invariants with the security property of
interest becomes inductive. Spoq2 relies on the user to iden-
tify such invariants, though other tools have been developed
to help automate finding inductive invariants [83, 85].
Information-Flow Security. Many information-flow secu-
rity properties can be reduced to invariants over a composed

system, such as confidentiality [4, 28], integrity [5, 12], non-
interference [60, 75], relaxed noninterference [50], and step
consistency [70]. For such properties, the user provides a
relation Rel over a state pair (st, st’) in the composed sys-
tem. The proof goal is then to show that: (1) Rel holds on the
pair of initial states, and (2) Rel is preserved by all pairs of
execution paths for each transition in the composed system.
The proof goal template for proving the relation Rel over
the composed system is formulated in Figure 8.

The free_page example in §2 demonstrates how to use
Rel to express the confidentiality property that SECURE page
contents must not be leaked to the NS world, and how to
generate corresponding proof goals using the proof goal
template. Here, we present another free_page example to
verify a form of relaxed integrity [50]: the content of a SECURE
page must not be influenced by public data, except when the
page tag is changed to NS. This property can be encoded as
a relation Rel over a pair of states in the composed system:

Relation Rel st st' := forall p,
(st.pages[p].tag= SECURE /\ st'.pages[p].tag= SECURE)
=> st.pages[p].data = st'.pages[p].data.

Rel specifies that the page contents in the two executions
must be equal whenever both tags are SECURE, regardless of
differences in public data. For instance, the public variable
status used in the conditional for free_page in Figure 1
may differ across two executions. When the status values
are equal, both executions follow the same path, and Spoq2
can easily verify that the invariant Rel holds. The non-trivial
case arises when status values differ in two executions and
st follows the first branch and st’ takes the second branch.
The proof goal following the template in Figure 8 is:
Goal Rel_FreePage_If_Else := forall st st' p,
Rel st st' /\
st.pages[p].status != FREE /\ (* first branch *)
st'.pages[p].status = FREE /\ (* second branch*)
=> Rel (st { pages[p].tag : NS }

{ pages[p].data : ZERO_DATA }
{ pages[p].status : FREE } ) st'.

K-Safety Hyperproperties. This proof goal template can
be extended to construct proof goals for 𝑘-safety hyperprop-
erties [14], such as Goguen-Meseguer noninterference [28]
and observational determinism [86]. While information-flow
security involves two executions of one system, 𝑘-safety
properties are a more generalized version that can involve 𝑘
executions of up to𝑘 systems. Such properties can be reduced
to inductive invariants of a composed system that merges k
executions where each execution is potentially for a different
system, and Rel is defined over the resulting k states. For
example, the ideal/real machine model [55] compares two
executions on two systems, specifically an execution on the
system being verified against an execution of an ideal ma-
chine. Other than requiring an ideal machine specification
for the second system, constructing proof goals is similar to
doing so with the composed system described in §2.
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1 (* proof goal for two initial states *)
2 Goal Rel_Init := Rel st_init st_init'.
3
4 (* proof goal template for any pair of paths *)
5 Goal Rel_Path_ij := forall st st',
6 Rel st st' /\ PathCond_i st /\ PathCond_j st'
7 => Rel (path_i st) (path_j st').

Figure 8. Proof goal templates for relation Rel.

5 Proof Goal Optimization
Although Spoq2 decomposes security properties into many
independent proof goals over individual transitions, veri-
fying these goals can still be computationally expensive or
even infeasible for complex systems. We identify three main
sources of complexity: 1) the intricate structure of the ab-
stract machine state, 2) the large number of generated proof
goals, and 3) the extensive state variable updates within each
transition function. All of these contribute to a heavy reason-
ing burden for Z3. Spoq2 adapts COI analysis to: 1) eliminate
irrelevant machine states given the desired property, 2) prune
unnecessary proof goals, and 3) simplify the clauses within
each individual goal.

5.1 Machine State Simplification
Spoq2 employs Cone-of-Influence (COI) analysis to prune
irrelevant machine state updates for each desired property.
The soundness of the COI analysis guarantees that properties
verified on the simplified machine state still hold on the
original system [13]. Consider the invariant proof of Inv in
Figure 6 for the Coq representation of free_page in Figure 5.
We observe that, regardless of how free_page_coq updates
the value of tag, the preservation of Inv is unaffected. This
is because Inv does not reference tag, and the updates to
tag do not influence any variables involved in Inv. As a
result, we can verify Inv on a simplified machine state that
omits tag and its updates. Under this simplification, the
transition for the if-branch path of free_page_coq reduces
to the following form when proving Inv:

x

x

After

Before

Spoq2 simplifies the machine state separately for each transi-
tion. Given a property and a transition’s Coq representation,
Spoq2 performs three steps. First, Spoq2 computes the COI
set of variables in the transition that may influence the de-
sired property. Second, it removes all irrelevant variables
outside this COI set from the machine state, along with their
corresponding accesses in the transition. Third, it traverses
the simplified Coq representation to generate proof goals.
Step 1. Spoq2 determines a set of state variables that may
influence the desired property in the transition by computing
the COI set defined as follows:

Definition 1 (COI Set). The COI set 𝐶 for a set 𝑉 of vari-
ables is defined as the minimal set of variables satisfying the
following conditions:
1) 𝐶 includes all variables in 𝑉 .
2) If 𝑠 ∈ 𝐶 and the update of 𝑠 in the transition depends on a
variable 𝑣 , then 𝑣 ∈ 𝐶 .
3) If 𝑠 ∈ 𝐶 and 𝑠 is updated within a branch, then each vari-
able 𝑣 referenced in the branch condition must also be in 𝐶 .
4) If 𝑠 ∈ 𝐶 and 𝑠 is updated within a loop body, then each
variable 𝑣 referenced in the loop condition must also be in𝐶 .
Given a desired property, the COI set is computed for 𝑉 as
the set of all variables referenced in the desired property.
For example, consider the desired property Inv in Figure 6,
which references the variables 𝑉 = {status, data}. Apply-
ing the COI computation algorithm to the free_page_coq

in Figure 5 yields the COI set 𝐶 =𝑉 = {status, data}.
When constructing a COI set for security properties over

the entire system, the result often includes most of the ma-
chine state, making it ineffective for simplification. By con-
trast, Spoq2 decomposes the global proof into sound, in-
dependent invariant proofs for individual transitions, and
computes a separate COI set for each transition. This local-
ized analysis dramatically improves simplification precision
and effectiveness at the transition level, as shown in the
following example:

:=

:=

:=

:=

Per-transition COI analysis is sound for inductive proofs, a
well-established fact in model checking [13].
Step 2. Given the COI set, Spoq2 simplifies the transition’s
Coq representation by removing state updates to variables
outside the COI set for all expressions. For example, since
tag is not in the COI set𝐶 , the simplified Coq representation
of free_page_coq becomes:
Definition free_page_coq' (p: PTEPtr) (st: State):=

if (st.pages[p].status != FREE)
st {pages[p].data : ZERO_DATA}

{pages[p].status : FREE}
else st. (* st_else*)

Step 3. Spoq2 symbolically traverses the simplified Coq
representation that excludes irrelevant state updates to gen-
erate proof goals for each execution path. Instead of the
original proof goal shown in Figure 7, the proof goal for the
if-branch can be simplified to:
Goal Inv_FreePage_If' := forall st p,
Inv st /\ st.pages[p].status != FREE
=> Inv (st { pages[p].data : ZERO_DATA }

{ pages[p].status: FREE } ).
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5.2 Reducing the Number of Proof Goals
Spoq2 reduces the number of proof goals that need to be
checked in two ways. One is that, after applying state simpli-
fication in §5.1, it merges execution paths that yield identical
state transitions, simplifying the control-flow graph of the
Coq representation and reducing the number of proof goals.
Another is that it also leverages COI analysis to eliminate
proof goals whose path constraints are contradictory. Given
a path constraint, the COI set is computed for𝑉 as the set of
all variables referenced in the path constraint.

For example, consider the noninterference proof for free_
page in §2 in which two executions only differ in private
data, along the proof goal template shown in Figure 8. One
candidate goal arises when the first execution takes the if-
branch, while the second execution takes the else-branch.
Assuming the states at the branch condition are st and st’,
the path constraints are:

st.pages[p].status != FREE (*run 1; if-branch*)
/\ st'.pages[p].status = FREE. (*run 2; else-branch*)

Since the path constraints depend only on status, Spoq2
computes the COI set for 𝑉 = {status} over the Coq rep-
resentation free_page_coq’, yielding 𝐶 = {status}. This
indicates that no other variable influences status in this
transition. Because the two executions differ only in private
data and status’s COI set contains no private data, status
must therefore take the same value in both executions:
st.pages[p].status = st'.pages[p].status.

This contradicts the assumed path constraints, allowing
Spoq2 to soundly eliminate this proof goal.

5.3 Reducing Clauses Within Proof Goals
Spoq2 further reduces the clauses inside each proof goal.
This is done when proving security properties using a com-
posed transition system, such as information-flow security.
Verifying such properties against real-world systems places
a heavy burden on SMT solvers due to the complicated defi-
nition of the relation required for security proofs.

For example, for information-flow security, Spoq2 lever-
ages COI analysis as a sound data dependency tool to track
influences from private to public data variables, or vice versa,
and skip proving trivial clauses in the relation. If a public
data variable v is not influenced by any private data variable,
then its equality clause st1.v = st2.v does not need to be
checked after transition and can be removed from the final
Z3 query, because if v only depends on public data variables,
which are assumed to be identical in two executions before
transition, then the equality clause must hold after transition.
When COI analysis detects that a private data variable may
influence a public data variable, it does not necessarily imply
a secret leak. Since COI analysis is an over-approximation,
Spoq2 must still pass the corresponding proof goals to Z3.

5.4 Caching Z3 Queries
During Coq generation, Spoq2 applies transformation rules
and uses Z3 to eliminate branches whose conditions can
be statically determined. However, for unresolved branch
conditions that appear repeatedly, Z3 reattempts to resolve
them each time—even when the result is unknown. Similarly,
during property verification, the same expressions may occur
multiple times. Each time an expression is encoded for Z3, a
fresh expression node is constructed by traversing the Coq
expression. As a result, the Z3 encoding process becomes
heavily duplicated and inefficient for large systems. Spoq2
introduces two Z3 caches that store hashes of expressions
and queries, respectively. When a Z3 expression or query
appears again, the cached result is returned directly, avoiding
redundant interaction with the Z3 SMT solver.

6 Pointer Verification
Pointer Usage. System software frequently deals with
pointers—variables whose values are memory addresses—
and overloads their representations in memory with addi-
tional metadata such as error codes, permission bits, and
valid flags, which are often manipulated using bitwise oper-
ations. Because C permits casting arbitrary values to pointer
types, any variable may be interpreted as a pointer and used
for memory access, not just those that are declared as pointer
types. We observe several common pointer uses in system
software:

Example 1. Pointer dereference:
(a) ptr = &pages; val = *ptr;
(b) ptr = &pages; *ptr = val;

A pointer contains address information and is dereferenced
to load or store values. The pattern (a) loads a value from
a location in the memory object pages the pointer refers to,
and the pattern (b) stores a value to that location.

Example 2. Tagged pointers:
(c) u8 tag = (u64)(addr) >> 56;
(d) u8 addr_tag = (addr & ~TAG_MASK) | (tag << 56);

A tagged pointer stores metadata directly as a tag in its high-
est bits to improve performance [10] and memory safety [29].
The pattern (c) retrieves the tag from its highest eight bits.
The pattern (d) yields addr_tag with the address of addr
and a replacement tag tag.

Example 3. Page table entries:
(e) pte = addr | L_RDONLY_FLAG
(f) addr = pte & _PAGE_MASK;

A page table entry stores address information and other meta-
data. The pattern (e) constructs a page table entry by at-
taching the read-only permission bit to the non-overlapping
bits of an aligned physical address. The pattern (f) reads
and masks the page table entry to get the physical address.
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1 void free_pte(u64 pte) {
2 ...
3 struct page_t* p =
4 (struct page_t*)((pte & _PG_MASK)- PA + (u64)&pages

);

Figure 9. An example of computing a linearly mapped
pointer from a page table entry.

Example 4. Physical address translation:
(g) va = (u64*)(addr - PHYS_OFFSET + PAGE_OFFSET)

The pattern (g) maps a physical address addr to its cor-
responding kernel virtual address va assuming the kernel
uses a linear map of RAM mapped to its address space.
PHYS_OFFSET is the physical address at which system RAM
starts. PAGE_OFFSET is the virtual address where the kernel’s
linear map of physical memory starts.

Example 5. Error pointers:
(h) #define ERR_PTR(err) ((void *)((long)(err)))

In Linux, runtime errors are often encoded into pointer val-
ues when propagating across function calls [69]. The pattern
(h) is a macro used to wrap an error code into a pointer.

Such common pointer operations pose a significant chal-
lenge for verification, primarily because of the presence of
metadata overloaded into the pointer representation that re-
quires bitwise operations on the pointer. Verification frame-
works generally either avoid them entirely [8, 64], or treat
arithmetic and bit operations on pointers as standard integer
operations [9, 48, 68]. As discussed in §2, the latter relies on
bit-vector theory, which is computationally expensive and
remains a major bottleneck for SMT-based verification [37];
state-of-the-art bit-blasting fails to scale even for 32-bit vec-
tors [66]. As a result, it is important for Spoq2 to avoid Z3
queries that require checking complex bitwise operations on
64-bit pointers to make its SMT-based verification practical
for large systems.
Pointer Abstraction. Spoq2 addresses this problem by
introducing a pointer abstraction that constructs abstract
interfaces and operations for pointer representations over-
loaded with metadata, commonly used in system software.
This can eliminate complex bitwise operations involving
such pointers from Coq representations, which also enables
the transformation rules used by Spoq2 to simplify such
representations to be more effective. Using these simplified
Coq representations avoids the need for Z3 queries to check
proof goals that contain complex bitwise pointer operations,
enabling the queries to be handled efficiently.

The pointer abstraction requires the user to provide a
configuration file that specifies three types of information, a
list of storage formats, a list of hints, and a layout. A storage
format defines the bit ranges for the address and associated
metadata. A hint indicates where and how a storage format
is used, specifically in what function it is used and whether

it is used as an argument or return value. Each pointer of
interest will have a hint, but multiple hints may use the
same storage format. A layout encodes low-level memory
layout assumptions that are typically not directly defined
by the source code. Every configuration file must have at
least a storage format and hint, but the layout is optional
if there are no required assumptions defined outside of the
memory objects in the source code. For example, the pointer
configuration for Figure 9 is:
(* User-specific configuration for tagged pointer *)
Config PTEPtr := {"addr": [12, 64), "valid": [0, 1) }.
Config Hint := {"free_pte" : ["arg_0", "PTEPtr"] }.
Config Layout := {"start" : PA, "object": pages }.

The PTEPtr format states the bit range of address information
and the valid bit in the pte. The hint indicates that the first
argument of free_pte should use the format PTEPtr. The
layout indicates that the integer address constant PA is the
start of the memory object pages, which is necessary in this
example because the code makes assumptions regarding how
physical memory is organized that are not defined explicitly
by the memory objects in the code.

Spoq2 supports its pointer abstraction by extending the
CompCert [49] memory model to represent a pointer as a
Coq record based on the storage format. This record con-
sists of address information as well as other attributes. The
address consists of a pair of fields, an identifier id and an
offset ofs. The identifier id refers to the start of a memory
object, and the offset ofs refers to the offset from the start of
the memory object that the address specifically references.
For overloaded pointer representations, Spoq2 uses one inte-
ger field for each additional attribute. For example, the Coq
record for the page table entry in Figure 9 is:
(* Generated Coq record for page table entry *)
Record PTEPtr := {id: Z, ofs: Z, valid: Z}.

Spoq2 identifies the code pattern in the LLVM IR and
maps the pointer operations to the corresponding record
fields. In standard C, pointer operations consist of addition,
subtraction, comparison, integer/pointer cast, and derefer-
ence. Spoq2 maps addition and subtraction to the field ofs,
and comparison between two pointers of the same mem-
ory object to their ofs. Spoq2 models integer/pointer cast
with two uninterpreted abstract functions, ptr_to_int and
int_to_ptr. Round-trip casts, where a pointer is cast to an
integer and then back to the pointer or vice versa, are treated
as no-ops. Spoq2 models dereference by calling the load and
store primitives provided by the abstract machine model
in which out-of-bound accesses are checked. The load and
store primitives are defined as a case analysis if-then-else
statement that compares the pointer identifier id to every
memory object in the abstract memory model and maps
the load or store to the matched memory object. Spoq2
automatically applies transformation rules to simplify the
representation by resolving it to a single branch matching
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the pointer identifier. If there are low-level memory layout
assumptions, Spoq2 leverages the Layout configuration to
identify the memory object even in the presence of complex
address calculations involving physical addresses.

For bitwise operations, Spoq2 additionally maps them to
the corresponding attributes within the storage format pro-
vided as a pointer abstraction. Once mapped, these bitwise
operations are eliminated from the generated Coq represen-
tation. For example, the Coq representation of lines 3-4 in
Figure 9 is:
p := Ptr {id: pages, ofs: pte.ofs}.

This simplified expression in which pte.ofs directly refers
to the addr attribute of the pointer abstraction yields a much
simpler Z3 query, without any bitwise operations, utilizing
faster linear integer arithmetic theory and avoiding costly
bit-vector theory.

Spoq2 can support all five examples shown earlier using
its pointer abstraction. For Examples 1 and 5, no pointer con-
figuration is needed as neither involves bitwise operations
or low-level memory layout assumptions. For Examples 2,
3, and 4, pointer configurations are helpful. For Example
2, it is useful to define where the metadata is stored. The
configuration is:
Config TagPtr := {"addr":[0, 55), "tag":[55, 64)}.

For Example 3, it is useful to define the page table entry
format, specifically where the one-bit valid, the one-bit read-
only attribute, and the address are stored. The configuration
is:
Config PTEPtr := {"valid": [0, 1), "rd_only": [1, 2),

"addr": [12, 64) }.

For Example 4, it is useful to state the low-level memory
layout assumption about the two integer address constants
PHYS_OFFSET and PAGE_OFFSET. The configuration is:
Config Layout:= [{"start" : PHYS_OFFSET, "object": pa},

{"start" : PAGE_OFFSET, "object": va}].

In practice, Spoq2 incrementally guides users to manually
constructing pointer configurations according to verification
needs, without requiring configurations for all pointers, or
for configurations to be written all at once. It begins the verifi-
cation attempt with an empty configuration. When the target
property cannot be proved because certain pointer opera-
tions are not abstracted, Spoq2 reports overloaded pointers
and asks the user to specify their configurations one by one.
The user can learn each pointer’s bit range from its definition
in the source code and then write the configuration. §7 shows
that the manual effort required for constructing pointer con-
figurations is modest. Once a pointer is configured, all its
occurrences in the system are automatically resolved. For
soundness, Spoq2 trusts the user-specified memory layout,
but not the storage format. If the user provides a configura-
tion with an incorrect storage format, Spoq2 will skip this

pointer abstraction because the format does not match the
bit ranges used.

7 Evaluation
Our evaluation addresses three key questions: (1) Does Spoq2
scale to verifying security properties of unmodified, real-
world system software? (§7.1); (2) How much manual effort
does Spoq2 require compared to prior verification frame-
works? (§7.2); and (3) How effective are Spoq2’s proof opti-
mizations, both individually and in combination? (§7.3)
Environment Setup. All experiments were conducted on
a commodity workstation with a 24-core Intel i9-13900KF
processor and 64 GB of RAM, running Ubuntu 22.04 with
Linux kernel 6.5. Spoq2 relies on LLVM 14.0.0 and Z3 4.12.5,
though other versions of these tools can also be used. This
setup reflects a realistic developer environment rather than
a specialized cluster.
Prototype Implementation. The Spoq2 prototype is im-
plemented in 13.9K lines of code (LoC) in C++, consisting
of an LLVM-to-Coq translator, an assembly-to-Coq trans-
lator, and an automated proof checker. The LLVM-to-Coq
translator is 4K LoC; it follows the LLVM IR semantics of
Spoq [56] and applies pointer abstractions to generate Coq
representations. The assembly-to-Coq translator is 0.9K LoC;
it translates assembly code into lists of assembly instructions
as Coq representations. Our current implementation sup-
ports only ARMv8 assembly. The proof checker is 9K LoC;
it constructs proof goals and incorporates all optimizations
described in §5.

7.1 Verification Targets
We evaluated Spoq2 on four substantial system software
codebases: (1) the Realm Management Monitor (RMM) v0.3.0,
the core TCB of Arm CCA [3, 55]; (2) Trusted Firmware-A
(TF-A) v2.13, Arm’s EL3 firmware [58]; (3) the latest SeKVM
hypervisor [53] based on Linux 6.1 LTS; and (4) Komodo [26],
a TrustZone enclave monitor.

These targets span a broad spectrum of verification diffi-
culty. Early RMM prototypes have been manually verified,
but not the released TF-RMM. TF-A has never been veri-
fied. SeKVM prototypes have been previously verified semi-
automatically, but not the Linux 6.1 version. Komodo has
been automatically verified, though, unlike the other sys-
tems, it does not support multiprocessor execution. Together
they demonstrate that Spoq2 can verify diverse, unmodified,
real-world systems.
RMM. Arm CCA [55] is a state-of-the-art confidential com-
puting architecture [2, 15, 38, 55], introducing the Realm
abstraction to protect sensitive data in confidential virtual
machines (VMs). Realms run in a separate Realm world iso-
lated from Non-secure (NS) world. Its security relies on RMM,
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which enforces isolation between Realms and untrusted sys-
tem software running in NS world. Untrusted software in-
teracts only through the RMM interface and has no direct
access to Realm memory or CPU state.

We verified the unmodified open-source RMM v0.3.0 (TF-
RMM) [3], the first such verification. By contrast, prior efforts
were entirely manual: one verified only safety properties of
an early prototype [27], while the other verified security
properties of a different early prototype [55]. Like prior ef-
forts, we omit proofs for functionality to allow resetting
Realm IPA state, typically not used for CVMs. TF-RMM com-
prises 5.5K LoC in C and assembly, exposes 32 interfaces,
and includes complex features such as dynamic memory
management [55].
Properties Verified. We first verified eight safety properties
as inductive invariants, which serve as lemmas for proving
security properties. These inductive invariants guarantee
that: (1) all delegated pages—unused pages that have been
allocated to Realm world and therefore are not accessible
from NS world—are zeroed, ensuring they contain no ma-
licious content; (2) each Realm’s mapped pages are always
in the data state—each page has been delegated to Realm
world and allocated for storing Realm content; and (3) each
Realm’s page table and CPU context stored in memory are
isolated from other Realms.

Building on these invariants, we then verified RMM guar-
antees two information-flow security properties: confiden-
tiality and integrity of Realm memory and CPU state. Con-
fidentiality requires that a Realm’s private state remain un-
observable by other Realms or untrusted software. Integrity
requires that a Realm never observe changes to its private
state that it did not make itself. We formalized both prop-
erties as indistinguishability simulation relations on a com-
posed system as discussed in §4. Confidentiality requires
that two related RMM executions agree on public data (other
Realms, RMM, and hypervisor state) while each Realm’s pri-
vate data (memory and CPU state) remains unconstrained.
Integrity requires that two related RMM executions agree
on each Realm’s private data, while public data remains un-
constrained. Spoq2 verifies these properties by proving that
the simulation relations are inductively preserved. General
purpose registers (GPRs) are explicitly declassified to allow
legitimate parameter passing and return values.
TF-A. TF-A [58] is the open-source reference implemen-
tation of Arm Trusted Firmware for Armv8-A. TF-A’s EL3
runtime services mediate access to Realm world, handling
secure world switches between Realm and NS world, in-
cluding saving and restoring Realm CPU state during world
switches. Untrusted system software does not interact with
TF-A directly.

While TF-A includes various boot stages (e.g., BL1, BL2) for
hardware initialization, these components exit after booting.
Our verification targets the persistent EL3 runtime firmware

(BL31). We verified the unmodified v2.13 implementation,
which comprises 10.0K LoC of C and assembly. This scope
covers the 24 standardized service interfaces and the context-
switching machinery itself.
Properties Verified. For TF-A, we verified the confidentiality
of Realm CPU state: no service call leaks private Realm state
to the untrusted NS world, which is a core security guarantee
of TF-A [58]. We formalized this as an indistinguishability
simulation relation on a composed system as discussed in
§4, requiring that two TF-A executions agree on all public
data while differing only in private data (Realm CPU state
and CPU context stored in memory). GPRs are explicitly
declassified to allow legitimate parameter passing and return
values. Spoq2 verifies confidentiality by proving that the
simulation relation is inductively preserved.
SeKVM. SeKVM is a Linux KVM/Arm hypervisor [18–21]
that enforces per-VM isolation. While an earlier version of
SeKVM was semi-automatically verified [53], we verified the
latest Linux 6.1 LTS version, a production-level port that has
been adopted as part of the DARPA V-SPELLS [25] program.
The core of SeKVM consists of 4.0K LoC in C and assembly,
implementing 19 hypercalls.
Properties Verified. We verified VM confidentiality and in-
tegrity, the core guarantees of SeKVM’s VM isolation [53, 56].
Confidentiality requires that a VM’s memory and CPU state
remain hidden from the host and other VMs. Integrity re-
quires that a VM only observe changes it induces itself. We
formalized confidentiality as a simulation relation on a com-
posed system requiring that two SeKVM executions agree
on public data while keeping each VM’s private data uncon-
strained. Integrity was formalized as an inductive invariant: a
VM’s secrets remain unchanged across all hypercalls, except
for GRANT, which explicitly allows page sharing.
Komodo. Komodo [26] is a TrustZone enclave monitor.
We targeted the version previously verified by Serval [64],
consisting of 1.5K LoC, in order to compare against Serval,
the only prior automated verification framework for security
properties of system software known to us.
Properties Verified. We ported Komodo’s Racket definitions
from Serval into Coq, covering five security and 16 safety
properties across 19 interfaces. Together, they enforce nonin-
terference isolation of enclaves, ensuring that the OS neither
influences enclave behavior nor learns from it.
Summary of Verification Results. We verified the unmod-
ified codebases of all four target systems using Spoq2, with-
out retrofitting for verification, demonstrating that Spoq2
scales to verifying security properties of real-world system
software. §7.2 discusses manual proof effort. §7.3 quantifies
verification performance. Spoq2 uncovered two previously
unknown bugs in the SeKVM Linux 6.1 port, both confirmed
by its developers. The first was an inconsistent use of vCPU
identifiers intended to denote the same logical core. The
second was a missing page-table lock acquisition: the GRANT
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RMM TF–A SeKVM Komodo
Machine Configuration 1,450 1,389 938 875
Pointer Configuration 193 41 192 0
Loop Invariant, Ranking Function 82 80 26 10
Security Property Definition 156 74 165 510
Spoq2 Total (LoC) 2.0K 1.6K 1.3K 1.4K
Baseline (LoC) 10.3K - 5.8K 1.6K
Manual Effort Reduction (%) 80% - 78% 13%
Table 1. Manual efforts breakdown in lines of code (LoC).

hypercall accessed guest page tables without holding the
required lock. Both bugs were introduced in the Linux 6.1
port, uncovered by Spoq2 during verification, and then fixed.

7.2 Manual Effort
Table 1 summarizes the manual effort required for each veri-
fication target. We also compare against prior verification
work as baselines if they exist, with security-irrelevant efforts
in each baseline excluded to provide a conservative compari-
son. For RMM, we compare against VIA [55], which verified
an early RMM prototype roughly half the size of TF-RMM.
For TF-A, there is no baseline, as it has not been previously
verified. For SeKVM, we compare against Spoq [56], which
verified an earlier SeKVM version for Linux 5.4 of similar
code size. For Komodo, we compare against Serval, which
verified the same Komodo codebase.

Spoq2 eliminates the need for manually constructing se-
curity proofs, which in prior frameworks required months
of effort and thousands of lines of Coq [53, 56]. For example,
VIA required 3.4K LoC for manual security proofs for an
RMM prototype, and Spoq required 3.0K LoC for manual se-
curity proofs for SeKVM. In contrast, Spoq2 requires only 156
and 165 lines of security property definitions, respectively.
The security properties are written as inductive invariants in
Coq representation, and are generally small. Notably, revis-
ing these invariants is considered the most laborious aspect
of our evaluation and the Spoq2 workflow, which requires de-
velopers to have a deep understanding of systems and formal
methods. Security properties such as noninterference have
been manually proven using inductive invariants in prior
verified systems [26, 33, 53, 55, 64, 76, 79, 81]. These existing
proofs give users examples of how such inductive invariants
can be structured, making the definition process easier. For
our verification targets, we defined the inductive invariants
for each system’s security properties within weeks.

Most of the manual effort required for using Spoq2 in-
volved specifying machine configurations include defining
registers, memory objects, and load/store primitives. Only
modest manual effort was required for specifying pointer
configurations for Spoq2 to verify RMM, TF-A, and SeKVM,
demonstrating the practicality and effectiveness of pointer
abstractions. The configurations primarily cover pointers

RMM TF–A SeKVM Komodo
Generate Coq Representation 38m37s 44m08s 8m04s 0m10s
Prove Safety 42m18s N/A 3m15s 0m14s
Prove Info-Flow Security 174m06s 39m23s 36m47s 0m16s
Total: End-to-end Time 255m01s 83m31s 48m06s 0m40s

Table 2. End-to-end Spoq2 performance breakdown.

for page table entries, and also required layouts to express
low-level memory assumptions. No such effort was required
for Komodo, which is pointer-free. Only tens of lines of Coq
were required to specify loop invariants and ranking func-
tions, which were generally simple and easy to prove. For
example, SeKVM has 19 loops which all share the same pat-
tern for(i=0;i<=ITER;i++), for which simple loop invari-
ants are sufficient. Such simplicity further eases the difficulty
for users to define the ranking functions and for Spoq2 to
check them. For SeKVM, we simply define ranking func-
tions as f(i)=ITER-i, which was sufficient to automatically
complete loop termination proofs.

Overall, Spoq2 reduces manual effort by 80% for RMM,
despite targeting a codebase roughly twice the size of the
RMM prototype verified with VIA, and by 78% for SeKVM.
For Komodo, where the baseline is also a highly automated
framework, Spoq2 still saves 13%. For TF-A, the total manual
effort is only 1.6K lines of code.

7.3 Verification Performance
Table 2 presents the end-to-end verification performance of
Spoq2 with all optimizations enabled, including state simpli-
fication (§5.1), path pruning (§5.2), clause pruning (§5.3), and
Z3 query caching (§5.4). Total verification times for all four
verification targets were no more than a few hours, rang-
ing from less than a minute for Komodo to more than four
hours for RMM. The largest portion of time was for proving
information-flow security properties.

To the best of our knowledge, Serval [64] is the only ex-
isting framework that can automate security verification
of system software. On our machine, Serval takes 280 sec-
onds to verify Komodo’s security properties, whereas Spoq2
achieves the same verification 7× faster. However, Serval
lacks support for concurrency and complex pointer reason-
ing, which prevents it from handling unmodified systems
such as RMM, TF-A, and SeKVM.

To quantify the contribution of each optimization, we
conducted an ablation study by disabling them individually
(Figure 10). In the figure, a value of 1.0 on the vertical axis
denotes the baseline with all optimizations disabled, while
the first bar for each system shows performance with all
optimizations enabled; lower is better. Pointer abstraction is
always enabled, since verification cannot complete without
it when reasoning about low-level bitwise pointer operations.
Disabling certain optimizations—e.g., state simplification in
RMM or path pruning in TF-A—caused some proof tasks
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Figure 10. Ablation study of Spoq2 optimizations.

to fail to terminate within a two-day timeout, which we
excluded when calculating speedup and measuring unopti-
mized verification time. Overall, enabling all optimizations
achieved an 8× geometric mean speedup, while disabling any
single optimization led to measurable slowdowns in most
systems, and in some cases, non-termination.

For RMM, with all optimizations enabled, Spoq2 reduced
73% of proof goals (26,477 total) and 71% of end-to-end ver-
ification time (879 minutes total). State simplification was
most effective due to RMM’s large machine state.

For TF-A, with all optimizations enabled, Spoq2 reduced
85% of proof goals (61,749 total) and 86% of verification time
(592 minutes total). Because many branches in TF-A are
irrelevant to Realm CPU context, path pruning was the most
impactful optimization.

For SeKVM, with all optimizations enabled, Spoq2 reduced
82% of proof goals (11,806 total) and 77% of verification time
(213 minutes total). Most branch conditions—72% of 598
branches—are independent of private data, allowing path
pruning and clause pruning to stand out as the most impact-
ful optimizations.

For Komodo, with all optimizations enabled, Spoq2 re-
duced 92% of proof goals (597 total) and 97% of verification
time (22 minutes total). Z3 query caching was most effective,
yielding a 13.7× speedup, while clause pruning eliminated
over 71% of equality clauses before reaching Z3.

8 Related Work
Systems Verification. seL4 [40] developed the first machine-
checkable functional correctness proof of an OS kernel, which
required a significant manual effort of 12 person-years. Point-
ers to local variables were disallowed by the simplified C
semantics. Many later verified systems [1, 11, 16, 31–33, 39,
41, 53, 55, 59, 79] used ClightGen [49] and conducted proofs
manually. However, ClightGen only supports a subset of
the C language, so significant manual effort was required to
retrofit real-world system code before verification [17, 53, 56].
Spoq [56] leveraged Clang and LLVM to translate C code into
Coq to provide broad support for real-world C system code.
Spoq2 leverages Spoq’s LLVM-to-Coq translator to enable
verification of C system code without retrofitting. CN [68]

introduced a separation logic and refinement type system to
verify a buddy allocator from Android’s pKVM (364 LoC). Un-
like Spoq2, none of these systems enables highly automated
verification of security properties for unmodified system
software.

Automated Verification. Automated verification has been
applied in a range of domains, including file systems [73, 87],
device drivers [36], kernels [64, 65, 74], and quantum sys-
tems [77, 78, 80]. These systems demonstrated the promise of
automation, but typically relied on strong restrictions on the
input code (e.g., no unbounded loops [65]) or worked within
narrow domains. Serval [64] used symbolic execution to ver-
ify noninterference of kernels, but its lack of support for
pointers and concurrency prevents it from handling realistic
system code. Spoq reduces proof effort for functional correct-
ness, but provides no automation for security proofs. TPot [9]
employed KLEE [8] to check functional correctness of C com-
ponents, but it did not address concurrency or security prop-
erties. RefinedC [72] combined refinement types with Hoare-
style reasoning, but required detailed programmer-provided
specifications. VeriFast [36] provided automated verifica-
tion for C and Java using separation logic, but demanded
extensive annotations, limiting scalability to large systems.
AutoCorres [30] automatically derived specifications from C,
but supported only a restricted subset of the language and
assumed a simplistic machine model. Verus [46, 47] lever-
aged Rust’s ownership types to support modular verifica-
tion, but still required intensive manual annotations and was
limited to Rust. In contrast, Spoq2 supports realistic C sys-
tem code used in real system software, including pointers,
concurrency, and low-level hardware interactions. It highly
automates security proofs for unmodified, large-scale sys-
tem components such as RMM, TF-A, and SeKVM—a level
of automation not achieved by prior tools.

Pointer Verification. The concrete memory model [30, 40,
68] unsoundly treats pointers as integers [48]. CompCert [49]
supports only simple offset adjustments, not bit operations.
The provenance memory model [61] enriches pointers with
provenance but discards it when casting to integers. Refined-
VIP [48] introduces refinement types to verify tag/untag
operations for a 25-line tagging library, but does not scale to
real systems. In contrast, Spoq2 supports low-level bitwise
pointer operations in real systems, where prior models either
fail or require extensive manual intervention.

9 Conclusions and Future Work
Spoq2 is the first framework to highly automate security ver-
ification of unmodified, real system software. Spoq2 decom-
poses security proofs into independent transition-level proof
goals, which can then be discharged automatically by Z3. To
make this scale, Spoq2 combines several key techniques—
fine-grained COI analysis, pointer abstraction, and query
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caching—that dramatically reduce both the number and com-
plexity of proof goals. Our results demonstrate the scalability
of Spoq2 by verifying the security properties of unmodified,
real systems with minimal manual effort.

Spoq2 currently relies on users to provide inductive invari-
ants, pointer configurations, loop invariants, and ranking
functions. Developing a sound toolchain that can automati-
cally construct these configurations and infer system-level
loop invariants is an area of future work.
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A Artifact Appendix
A.1 Abstract
This artifact includes the Spoq2 framework and the system
software that we have evaluated.

A.2 Artifact check-list (meta-information)
• Run-time environment: Linux
• Hardware: x86
• How much disk space required (approximately)?: 8 GB
• How much time is needed to prepare workflow (ap-

proximately)?: 5–10 minutes to download and import the
Docker image

• How much time is needed to complete experiments
(approximately)?: 8–16 hours, depending on CPU perfor-
mance

• Publicly available?: Yes
• Code licenses (if publicly available)?: MIT License
• Archived (provide DOI)?: Yes

A.3 Description
A.3.1 How to access. The artifact can be downloaded
from the link: https://doi.org/10.5281/zenodo.17861493.

A.3.2 Hardware dependencies. A standard x86 machine.

A.3.3 Software dependencies. Docker.

A.4 Installation
The Docker image is provided in a pre-configured format,
obviating the need for any installation.

A.5 Experiment workflow
See README.md in the top directory of the Zenodo repository.

A.6 Evaluation and expected results
We provide the necessary dataset and scripts to reproduce
the evaluation results presented in Section 7. Specifically,
the results shown in Tables 1 and 2, and Figure 10 can be
reproduced using the provided resources. For further details,
please refer to the accompanying website or archive.
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